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ABSTRACT 

Malicious user requests pose a vicious threat to backend devices which execute them; 

more so, could result in the compromise of other user accounts, exposing them to theft 

and blackmail. It becomes imperative to sanitize such requests before they are treated 

by the servers as access to a single malicious request is enough to cause a disaster. A 

number of authors suggest that sanitizing models built on support vector machines 

guarantee optimum classification of malicious from non-malicious requests. In this work, 

we have been able to establish that the use of ensemble learner provides a better 

performance, especially when associated with a strong classifying tool like decision 

tree. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Research Background 

The web is considered as the future of businesses. In the 21st century and beyond, it is 

believed that our lives will gravitate around the Internet. From international trade, 

internet banking, financial markets, academia, medicine to social interaction (Nagpal, 

Chauhan, & Singh, 2017), the world would further shrink into a global Web. The Web 

has simply come to stay.  

The sheer size of the internet’s potential has resulted in an industry of unscrupulous 

activities aimed at compromising integrity of unsuspecting users, making them victims of 

theft to personal data (Caballero, Grier, Kreibich, Paxson, & Berkeley, 2011) and to 

blackmail (Threats & Young, 1996; Young & Yung, 2017). In recent time, critical national 

infrastructures and control systems have also been either compromised or targeted 

(Cherepanov, 2017; Karnouskos, 2011). Several methods are being employed by such 

pilferers and targeted at varying devices in the chain of transmission. Malicious URL’s, 

through intrusion tops the list of attack methodology and have since become the primary 

mechanism used to perpetuate such cyber-crimes (Le, Pham, Sahoo, & Hoi, 2018).  

Over the years, scholars, with the use of machine learning tools have made significant 

progress with solutions intended at addressing such lapses; most notably machine 

learning tools have been adopted for predicting (Shen, Mariconti, Vervier, & Stringhini, 

2018) and preventing (Haas, 1953; K. Wang & Stolfo, 2007) network intrusion, reverse 

engineering (Chua, Shen, Saxena, & Liang, 2017) and detecting malicious codes (Arp, 
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Spreitzenbarth, Malte, Gascon, & Rieck, 2013; Huang & Stokes, 2016; Jordaney et al., 

2017). This resulted in two major paradigms in intrusion detection systems (IDS). First 

being Signature-based approaches which are effective in detecting known attacks with 

a low false positive (FP) rate. They, however, fail in the detection of unknown attacks – 

firewall and antivirus applications fall under this category. In contrast, Anomaly based 

approach detects unknown attack, but with high False Positive rates (Dong et al., 2018). 

This work focuses on a comparative analysis of machine learning tools to better 

understand which is likely to produce best performing model capable of detecting 

injection attacks. 

Steps taken to extract meaningful information from a dataset are as follows: 

i. Preprocessing: It involves cleaning, feature extraction, feature selection and 

dimensionality reduction. 

ii. Clustering: It is an unsupervised learning technique that involves grouping a set 

of related data into cluster and classes. 

iii. Classification: It is a supervised machine learning technique where decisions 

and predictions are made based on past data; which also involves both the 

provided input and output data. 

In this research work, focus is on classification technique as datasets used have been 

initially labeled. 
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1.2 Problem Statement 

Malicious URLs is one of the most potent ways by which cyber-crime is perpetuated.  

They are capable of hosting unsolicited content and success is achieved when un-

sanitized and unvalidated user inputs are permitted to interact with backend devices (Le 

et al., 2018; Uwagbole, Buchanan, & Fan, 2017).  

Of more pressing concern is the fact that while developers of software infrastructure 

understand the challenges of security threats and make efforts to address such, some 

developers of web-based applications either have little of such skills or are outright 

ignorant of the challenges. These developers basically focus on functionality while 

unwittingly ignoring the security of their clients. Furthermore, a revealed report 

suggested that up to 97 percent of websites and web applications were vulnerable to 

one  form of attack or another (Halfond & Orso, 2005). Techniques to safely classify 

malicious URLs from non-malicious ones have since been proposed by several 

scholars. However, many of such techniques are either inefficient, impracticable or not 

dynamic enough to identify and handle the ever-changing malicious threats (W. Wang 

et al., 2014). Moreover, traditional methods used to detect attacks, such as signature 

matching, no longer provide as much protection in the face of changing vectors. 

Unknown threats which have no familiar existing signatures remain at large. The 

problem is made worse with obscure codes (in the body of codes) that obstructs static 

signature matching (Moser, Kruegel, & Kirda, 2007; Wressnegger, 2018). 

This thesis is aimed at proposing a model that automatically detects injection attacks on 

http requests using machine learning tools. A comparative analysis of various ML tools 

is done to determine the probable tool capable of achieving the best performing model. 
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For machine learning classification, Dataset containing malicious and non-malicious 

URLs were fetched, tokenized to remove unnecessary and special characters, 

vectorized to transform the corpus into numerical format in matrix shape, after which 

support vector machine, logistic regression and decision tree classifications were 

carried out. 

1.3 Research Aim and Objectives 

Objective of the study is to identify machine learning tools that would guarantee 

optimum classification where malicious URLs compromised with payloads can be easily 

identified. The research work makes use of two different datasets composed of 

malicious and non-malicious URLs and were fetched from firewall of various 

organizations. The main objectives of the research are: 

i. Comparative analysis of various tools to determine which would best achieve 

an intrusion detection model. 

ii. Compare results with those got using regular machine learning classifications. 

1.4 Limitation of Study 

This study involves proposing a model that will efficiently detect attacks in http requests. 

The study employed the use of support vector machines, ensemble learning and 

decision tree classifiers. Performance of the system was confirmed using the confusion 

matrix. 

 1.5 Chapterization 

The work is distributed over five chapters with each highlighting different topics and 

subtopics. 
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Chapter 1 introduces the challenges of http intrusion, problem statement and objective 

of the thesis. 

Chapter 2 discusses the basic concept of machine learning, deep neural networks and 

a critical review of literature. 

Chapter 3 introduces the methodology involved in the model set-up, hardware 

requirements, processes in pre-processing/ data transformation and introduction to 

classifier performance metrics. 

Chapter 4 presents code snippets, discuss results and makes comparison with 

performance of relevant machine learning tools. 

Chapter 5 brings the work to conclusion and makes recommendations for future work.  
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CHAPTER TWO 

LITERATURE REVIEW 

This chapter introduces basic concepts and terminologies employed in this work: 

methods, preprocessing, feature selection, data classification and lastly literature review 

of previous published articles. 

2.1 Basic Concepts and Terminologies 

Machine learning is a technology that allows computers to learn from past experiences 

in the form of data passed across to them (H. Wang, Ma, & Zhou, 2009). It is perceived 

as the domain of Artificial Intelligence (AI) and finds application in such innovation as 

email filtering, robotics, voice recognition and computer vision. ML focuses on the 

development of computer programs that can access data, learn, unlearn and re-learn. 

Its performance is dependent on the quality of information/dataset provided to the 

system. The goal of machine learning algorithm is to construct a model such that new 

data can be labeled effortlessly. An inducer constructs an algorithm for a particular 

model and a classifier is an instance of such model (Rokach, 2010). Methods involved 

in Machine Learning are: Supervised, Unsupervised, Semi-supervised and 

Reinforcement learning methods. Supervised method applies what has been learned in 

the past from labeled examples to predict future events. Unsupervised method however 

is employed when the training data is neither classified nor labeled. It attempts to 

propose how a system can draw a function to describe a hidden structure for an 

unlabeled data – the algorithm is left to itself to discover structures in the data. Semi-

supervised method lies in-between the regions of supervised and unsupervised domain 

since they use both labeled and unlabeled data for training. Lastly, Reinforcement 
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method learns when it interacts with its environment by producing actions that maximize 

rewards and penalty for committed errors.  

Furthermore, Machine Learning can be categorized based on the desired output. 

Important output categories are: Classification, Regression and Clustering. In 

classification, inputs are divided into classes, and the learning model must be able to 

assign test inputs into any of the available classes. It is typically employed in a 

supervised learning environment and finds application in email classification of 

messages as either spam or otherwise. Regression also operates in a supervised 

learning domain and is applied where the outputs are continuous rather than discrete, 

whereas, Clustering operates in the unsupervised learning domain and is used by the 

model to classify inputs into groups. 

2.2 Neural Network 

Neural nets are algorithms which were inspired by the physical structure of the 

mammalian brain. Like the brain, the interpret data through some kind of perceptron, 

labeling and clustering. Their inputs use numerical values alongside some complex 

mathematical techniques, unlike the brain which fires neurons based on some chemical 

reactions. Neural nets have shown promise in performance and are continually 

implemented in image, voice and pattern recognition. 

2.2.1 Deep Neural Network 

Deep Neural learning is a machine learning technique that attempts to teach computers 

those activities that naturally appear to be in human domain. It is the technology behind 

self-driving cars, enabling them to recognize the stop signal and distinguish a 

pedestrian from a random object. It also finds application in consumer devices like 
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phones, tablets and television. In deep neural networks, a computer model attempts to 

perform classification tasks on images, text and sound. They have since grown to 

achieve state-of-the-art performance, even outperforming human on occasions. Deep 

learning methods have their roots in neural networks and have an extended hidden 

layer; a justification for the term “deep”. Traditional neural networks have only as much 

as 3 hidden layers, however, deep networks can have as many as 150. 

2.2.2 Artificial Neural Network 

Artificial Neural Network (ANN) is a software implementation of the neuronal structure of 

the mammalian brain. The mammalian brain is composed of several million neurons 

which can be likened to switches whose states can be changed depending on the 

strength of their electrical or chemical input. The neurons can be likened to a large 

interconnected complex network, where the output of any of the neurons may be input 

to thousands of others. Learning occurs by repeatedly activating certain neural 

connections over others, thereby reinforcing those connections. It makes them more 

likely to produce a desired output given a certain input (Thomas, 1995). Technically, a 

fraction of neural network consists of simple processing units – analogous to nodes – 

and directed weighted connections between them. It consists of a sorted two set inputs 

(N, V, w). The strength of a connection between two neurons i and j can be represented 

as wij. Neural nets consist of a couple of Neurons identified as N, and V is a set of (i, j)|i, 

j ∈ N whose elements are connections between  neurons I and another j represented as 

wij. The Function w : V → R (R is Real Numbers) defines weight, where w(i, j), is the 

weight of the connection between neurons I and j. (Kriesel, 2005). 
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2.2.2 Propagation Function 

For a neuron j, several other neurons deliver their computations (transfer their output to 

j). The propagation function of the neuron j receives the output o1,….,on of other 

neurons i1,……in (connected to j), and transforms them in relation to the weights wij into 

a network net that can be further processed by the activation function. It can be 

represented as such: 

NETJ = ∑ (𝑂𝑖 . 𝑤𝑖𝑗) 
𝑛
𝑖  𝜖 𝑖 …………. (1) 

2.2.3 Bias 

 

Figure 2.1 Single Layer Perceptron 

 

As shown in Figure 2.1, the circle represents a node and it is the seat of the activation 

function. It takes as input, the weights and result of previous computations, sums them 

and inputs them to the activation function. The inclusion of the bias “b” gives the neuron 

flexibility to adjust its output. 

For a linear model as this, results are achieved by mapping input functions to an output 

(performed in the hidden layers). The vector is given by 

F(X) = WTX + B …………. (2) 
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2.2.4 Activation Function 

The activation function indicates the extent of a neuron’s activity. Its main purpose is to 

convert an input signal of a node in a neural network to an output signal.  

Essentially, in a neural network, sum of products of inputs and their corresponding 

weights is taken, bias is added and then subjected to activation function to get the 

output of that layer which is then fed as input to another neuron. Neurons get activated 

when the network input exceeds their threshold value. 

The threshold value can be explained as the position of the maximum gradient value of 

the activation function (Kriesel, 2005). Thus, the activation function can be rewritten: 

AJ(T) = FACT (NETJ (T), AJ (T − 1), ΘJ ) ……….. (3) 

 

where netj is the network input, aj (t − 1) is the previous activation state, Θj is the 

threshold value and aj (t) represents the new activation state. 

Naturally, neural networks produce linear results from a single node network, and so for 

a network with several nodes, the need to convert to non-linear in order to further 

manipulate and understand patterns arises. This births the need for an activation 

function. The following equation further explains: 

Y = 𝛼(W1X1 + W2X2 + …… + WNXN + B) …………. (4) 

where α is the activation function (Agostinelli, Hoffman, Sadowski, & Baldi, 2014). 

The need for the activation function is to convert the linear input signals and models into 

non-linear signals such that higher order polynomials beyond degree one can be 

investigated. The common activation functions are discussed further. 
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2.2.4.1 Sigmoid Function 

The sigmoid, logistic or squashing function is a non-linear Activation Function used 

mostly in Feedforward Neural Networks. It can be represented by the equation 

𝑓(𝑥) =  (
1

(1+EXP −𝑥)
)…………. (5) 

The sigmoid function, as shown in Figure 2.2, is used for the prediction of probability-

based output and has found application in the modelling of logistic regression tasks. It 

has mostly been used in shallow networks and generally maps functions to between the 

range of 0 and 1. It however suffers some drawback which include sharp damp 

gradients during backpropagation, gradient saturation, slow convergence and non-zero 

centred output, thereby causing the gradient updates to propagate in different directions 

(Nwankpa, Ijomah, Gachagan, & Marshall, 2018). Consequence of which is that models 

which utilize the sigmoid function will be slow learners in the experimentation phase and 

will eventually generate prediction values with low accuracy (Lai, Pan, Liu, & Yan, 

2015). 

 

 

Figure 2.2 Sigmoid Function 
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2.2.4.2 Hyperbolic Tangent Function (Tanh) 

The tanh function is a scaled-up version of the sigmoid function with a bound between 

the values of -1 and 1. As shown in Figure 2.3, Its output is represented by: 

𝑓(𝑥) = (
EXP 𝑥−EXP −𝑥

EXP 𝑥+ EXP −𝑥
) …………. (6) 

The tanh function is preferred to the sigmoid because it gives a better training 

performance for multilayer networks. It however suffers from the vanishing gradient 

problem like the sigmoid function(Hu, Lu, & Tan, 2014).  

  

Figure 2.3 Hyperbolic Tangent Function 

 

2.2.4.3 Rectified Linear Unit (ReLU)  

ReLU has been a better activation function with a faster learning capability, 

generalization and performance. It rectifies the values of the inputs less than zero, 

thereby forcing them to zero and eliminating the vanishing gradient function. It can be 

represented as:  

𝑓(𝑥) = MAX(0, 𝑥) =  𝑥, 𝑖𝑓 𝑥 ≥ 0 | 0, 𝑖𝑓 𝑥 < 0…………. (7) 

 

ReLU, shown in Figure 2.4, guarantees faster computation and works by “squishing” 

values between zero and maximum (Maas, Hannun, & Ng, 2013; Zeiler et al., 2013). 
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Figure 2.4 Recursive Neural Tensor Networks 

 

The RNTN, a brainchild of Richard Socher was proposed as part of his doctorate thesis. 

Its purpose was to analyse data via a hierarchal structure. They were initially designed 

for sentiment analysis with the assumption that the sentiment of a sentence structure 

depends on the individual component words and their syntactic grouping. The RNTN is 

composed of two groups: the parent (root) and the child (leaf); with each group being a 

collection of neurons where the neuron number depends on the complexity of the input 

data.  

The leaves are connected to the root without being connected themselves, forming a 

binary tree. Essentially, the leaf group receives input and the root group uses a 

classifier to output a class and a score (Bowman, 2013; Bowman, Potts, & Manning, 

2014; Irsoy & Cardie, 2014; Socher, Chen, Manning, Chen, & Ng, 2013).  

RNTN framework, shown in Figure 2.5 works by applying the same set of weights 

recursively over a structured input to produce a structured prediction. They have been 

successful in learning sequence of patterns and tree structures in natural language 

processing. They are mostly trained with backpropagation. Below is a representation of 

a simple RNTN: 



14 
 

    

Figure 2.5 A Model of Recursive Neural Network 

 

2.4 Support Vector Machine 

Support Vector Machine (SVM) is an algorithm that learns by example by assigning 

labels to objects based on previous knowledge. It has found application in fraud 

detection by examining pattern in transactions involving fraudulent and non-fraudulent 

credit card activities. SVM has also been used in the examination of images. It is a 

supervised learning model and works by mapping vectors in separate categories such 

that each is as wide as possible. New vectors are then attempted to be mapped into the 

same space based on prediction made by the model (Cortes & Vapnik, 1995; Gholami 

& Fakhari, 2017; Noble, 2006).  
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Figure 2.6 Support Vector Machine Model 

 

Essentially, SVM algorithm is the identification and selection of the right hyperplane(s) 

which maximally segregates classes best (as shown in Figure 2.6). From the learned 

classification, further test sets can then be classified. 

2.5 Existing Work 

Several methods have been proposed by researchers in a bid to safeguard internet 

devices and its users from all forms of attacks, and machine learning has had a long-

standing history in that respect. Efforts date back to the 1990s in this regard (Forrest, 

Hofmeyr, Somayaji, & Longstaff, 2002; Lane & Brodley, 2002; Lee, Stolfo, & Mok, 1999; 

Sinclair, Pierce, & Matzner, 1999; Warrender, Forrest, & Pearlmutter, 1999). Over the 

last few decades, these approaches have been improved upon and applied to several 

other sectors including industrial and national grids (Feng, Li, & Chana, 2017). Ever 

since its introduction, machine learning and its variants have grown in popularity and 

application to detection of malicious activities in desktop systems (Huang & Stokes, 

2016), mobile devices (Olejnik et al., 2017) and web applications (Canali, Cova, Vigna, 

& Kruegel, 2011; Kapravelos, Shoshitaishvili, Cova, & others, 2013). 
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The available malicious activity detection methods can be divided into Adaptive and 

Constant detection techniques. Adaptive detection techniques always incorporate new 

traffic data into their learned repository to induce an up-to-date detection model - that 

way, they are abreast of new and emerging methods employed by attackers, while 

constant detection technique use a collected data to build a model once and make 

further predictions based on that - it is analogous to what is achieved in the firewall and 

antivirus software.  

Intrusion detection models can be further classified as either Signature based or 

Anomaly based. Signature based schemes seek defined patterns in the body of a 

request in order to raise an alarm, while anomaly-based detectors define a normal 

behavior for a system to be protected. A deviation from the standard beyond a threshold 

is termed malicious and thus results in a flag. 

(Swarnkar & Hubballi, 2016) proposed a content anomaly detection model to identify 

network packets with suspicious payload. OCPAD (One Class Naïve Bayes classifier for 

payload-based anomaly detection) matches the occurrence of each sequence in a 

payload against a known non-malicious packet as a measure to derive the degree of 

maliciousness in such packet.  In the training phase, the classifier is made to generate 

the likelihood range of such sequence’s occurrence from read packets. The model 

treats a sequence as anomalous if its signature is not found in the database or if its 

likelihood of occurrence in a packet is not found in the training set range. 

In the work done by (Robertson, Vigna, Kruegel, & Kemmerer, 2005), they proposed a 

model where unknown attacks were scrutinized by some custom built software, 

characterized and grouped in order to forestall further attacks. Their model comprises of 
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an event collector, an anomaly detection component, anomaly aggregation component, 

anomaly signature generation component and an attack class inference component. 

The event collector, having retrieved the request logs from the repository, normalizes 

them. The normalized events are then passed to the anomaly detector which decides 

whether they are anomalous or not. If an event is normal, no flags are raised, however, 

if one is suspected to contain payloads, it is passed across to the anomaly aggregation 

component which tries to compare with a set of signatures to determine whether such 

event is similar to a previous one. If an event can be matched with a signature, a flag is 

generated and it is grouped with instances of similar flags. Otherwise, the event is 

passed to the anomaly signature generation process. Their work relates to that done by 

(Kruegel & Vigna, 2003) who used web server logs to detect attacks aimed at servers 

and its applications. Client queries were investigated for potential attacks using six 

methods (length and structure of parameter). Their model assigned a probability value 

to either a query or one of its attributes. The value is matched against a standard, with 

the assumption that abnormal values indicate a potential attack.  

While constant detection models tried to manage the http request intrusion situation, 

they did not seem to address cases of dynamic changes in attack modes. Adaptive 

intrusion detection models however go a step further by constantly updating their 

learned repository so new attack modes can be captured. Such is the case with (Meng 

& Kwok, 2013) who deployed a blacklist filter. The system consists of a blacklist packet 

filter and a custom monitoring engine. Their model was designed to consolidate on the 

activities of a regular intrusion detection system. The blacklist packet filter is responsible 

for filtering out packets according to a blacklist template. On the other hand, a monitor 
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engine is responsible for monitoring the System (NIDS) and collecting statistical data 

regarding the network traffic. Furthermore, it periodically updates the blacklist packet 

filter thereby enhancing the packet filtration process. Guyet and Quiniou (W. Wang et 

al., 2014) in their work proposed an adaptive framework of autonomic intrusion 

detection over unlabeled HTTP traffic streams. They employed Affinity Propagation (AP) 

algorithm to learn a subject’s behaviors through dynamic clustering of the streaming 

data. An initial template is first built as clusters, thereafter, subsequent payload is 

compared against such clusters. If payload data strays from a cluster, then it is flagged 

as anomalous. If, however, it is not largely strayed, then it is considered suspicious. 

(Pinzón, De Paz, Bajo, Herrero, & Corchado, 2010) introduced an Adaptive Intelligent 

Intrusion Detector Agent for SQL injection attacks. The AIIDA-SQL engine incorporated 

a Case-Based Reasoning (CBR) engine which had been equipped with reasoning and 

learning capabilities for classifying queries and detecting malicious requests. A 

classification model based on the mixture of an Artificial Neural Network and Support 

Vector Machine is then applied in the subsequent usage of CBR. (Dong et al., 2018) 

proposed an Adaptive System for Detecting Malicious queries in web attacks (AMOD). 

They also presented an enhanced Support Vector Machine called SVM-Hybrid, 

designed to leverage on their model. AMOD consists of an ensemble classifier with 3 

base classifiers and SVM as its meta-classifier. The SVM-Hybrid is a custom kernel of 

SVM and relies on the position of queries in the classifier to decide labeling position. 

SVM-Hybrid classifies queries into either Suspicious Selection (queries which lie in a 

confusion region where the classifier cannot readily aggregate) and Exemplar Selection 

(representation of queries to be aggregated). 
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CHAPTER THREE 

METHODOLOGY 

In this chapter, we shall discuss the framework, algorithm used and the explanation of 

the various stages in the framework. 

3.1 Concept of Classification Technique 

Classification is one of the ways by which machines learn. The concept of machine 

learning focuses on the development of automated systems that are able to process 

large amount of data in order to extract meaningful and potentially useful information.  

Classification comprises information extraction and their eventual utilization. Such 

activity is aimed at developing tools that having studied a large pool of datasets, are 

able to automatically label never seen data. 

Several work have been conducted on classification; from neural nets, deep learning 

and vector machines. In this work, we try to establish the effectiveness of Ensemble 

Learning in comparison to other learning algorithm. 

3.2 Software Design Phase 

The proposed model was implemented using Python Programming language 3 with 

relevant dependencies and libraries designed for machine learning. Python has the 

advantage of flexibility and a large community of support for machine learning and deep 

learning over regular programming languages. 
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3.3 Proposed Framework 

The proposed machine learning framework is as shown in Figure 3.1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1 Machine Learning Paradigm 
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3.4 Intrusion Detection Framework 

The proposed framework is expected to act as an interface that verifies the authenticity 

of the HTTP requests emanating from the user. It is expected that requests that are 

perceived to be malicious are dropped, with their signature used to retrain the machine 

learning model. As shown in Figure 3.2, non-malicious requests are however allowed 

passage to be processed by the application server. 

 

 

 

 

 

 

Figure 3.2 Intrusion Detection Framework 

 

Machine learning model in the above Figure is expected to be a request sanitizer, safely 

distinguishing requests that could potentially result in the compromise of the backend 

servers from harmless requests. The model could be implemented in a dedicated 

hardware (comparable to what’s obtainable with Sophos or Cisco ASA threat protection) 

or made to run on a computer much like a regular endpoint protection program.   
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3.5 Dataset Description 

The dataset was sourced online and are fetched from log reports of backend servers. It 

is available at https://github.com/cozpii/Malicious-URL-detection 

As shown in Figure 3.3, the dataset is pre-labeled and alphabetic in nature, consisting 

of two columns – URL on one side and malignant status on the other. An entry labelled 

“bad” signifies a sample URL that is malicious and “good” signifies a non-malicious 

entry. There were 420,464 entries in total with 344,821 being non-malicious and 75,643 

malicious elements. 

 

Figure 3.3 Sample of Dataset 

https://github.com/cozpii/Malicious-URL-detection
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3.6 Data Transformation 

3.6.1 Tokenizaton 

Tokenization in Python is done by the NLTK library’s word_tokenize() function. It helps 

to convert group of sentences into token by splitting data into chunk of words thereby 

eliminating punctuations, stop words, uppercase and lower-case characters.  

3.6.2 Vectorization 

Term Frequency – Inverse Document Frequency (TF-IDF) is a method of evaluating the 

importance of a word in a document. Term Frequency indicates the number of times 

such word appears in such document. Inverse Document Frequency however, 

measures the weight of the word in the document. It follows the assumption that terms 

that appear frequently in a document are less important than terms that are rare 

(Drucker, Member, Wu, Member, & Vapnik, 1999; Zhang, Yoshida, & Tang, 2011). 

𝑊𝑖, 𝑗 = TFI, J X LOG (
𝑁

𝑑𝑓𝑖
)…………. (8) 

3.6.3 Feature Extraction 

For this work, the SelectKBest function was employed. It works by scoring the features 

using a suitable function (chi2) and then removes all but the k highest scoring features. 

3.7 Ensemble Learning 

Ensemble learning, shown in Figure 3.4, is a concept that combines multiple learning 

algorithms. Each algorithm solves the same initial task independently in order to obtain 

a better combined model with accurate and reliable decisions than could have been 

obtained from using a single model.  
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They contain learners referred to as base learners. It has the ability to generalize; 

thereby making weak learners become strong learners capable of making accurate 

predictions (Li, Gao, Li, & Fan, 2014; Oza, 2000). It works by constructing a model 

through which it classifies datasets by taking a vote among the predictions (Yoneda-

Kato et al., 1996).  

 

 

 

 

 

 

Figure 3.4 Ensemble Learning Model 

 

In machine learning, training set usually has more of the instances than test set in the 

ratio 60:40. In this case, that is 336,371 train sets against 84,093 test set. 

3.7.1 The ensemble Framework 

An ensemble method algorithm contains the following building blocks: 

3.7.1.1 Training set 

This is mostly a labelled dataset used for training an ensemble algorithm. Dataset 

usually comes as a set of n attributes. 

3.7.1.2 Base Inducers 

The inducer forms a classifier which is a representation of the relationship between the 

input attributes and the target attributes  
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3.7.1.3 Diversity Generator 

The diversity generator produces the array of classifiers. 

3.7.1.4 Combiner 

This combines the classification of the various classifiers and applies the various voting 

techniques. 

3.7.2 Training Algorithm for Ensemble Learning 

There are several algorithms for training data in the Ensemble model. As earlier stated, 

Ensembles use several learners to complement the weaknesses of an individual 

learning algorithm. Most ensemble methods use a single base learning algorithm to 

produce homogeneous learner. Others, however, combine multiple learning algorithms 

to produce heterogeneous learners. In building ensembles, there are dependent 

frameworks as well as independent frameworks. In a dependent framework, shown in 

Figure 3.5, the result of a classifier is used in the construction of another. Such models 

take advantage of knowledge generated from previous classifications to inform next 

aggregation. 

3.7.2.1 Dependent method 

Also known as sequential ensemble method functions by generating base learners in a 

sequential manner. Essentially, sequential method attempts to exploit dependence 

between base learners, thereby providing better performance by weighing in on 

previously mislabeled output. Further methodologies are underlisted 

 Incremental Batch Learning: Result of aggregation produced in one iteration is 

given as prior knowledge in order to influence the learning of the subsequent 

iteration. 
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 Model-guided instance selection: Previous classification is also used in the 

manipulation of subsequent training set; however, this method ignores instances 

in which classifier result is correct and only learns from misclassified instances.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.5 Model for Dependent Ensemble Method 
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 Boosting 

Also known as Adaptive resampling and combining. Additional models are added to the 

overall sample in a way that allows creation of a new model and the base learner is 

trained from the errors of the previous learners (Quinlan, 2006). It essentially works by 

repeatedly running a weak learner over various distributed training data. The resulting 

classifier is thereafter combined to achieve a better performance. 

 AdaBoost 

AdaBoost, also referred to as Adaptive Boosting is a model that improves the boosting 

process. The base learner takes all the distributions and assign equal weight to every 

pattern in the training set. Over every iteration, weight of all misclassified instance is 

increased while weight of every correctly classified instance is decreased. As a result, 

the model is forced to focus on difficult dataset instances (Freund & Schapire, 1996).  

3.7.2.2 Independent method 

Independent framework does not necessarily generalize based on result of past 

classification. The dataset is first transformed into various data units from which several 

classifiers can be trained. As shown in Figure 3.6, a combination or voting method is 

thereafter applied in order to conclude the final aggregation. 
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Figure 3.6 Model for Independent Ensemble Method 

 

Common independent methods are: 

 Bagging 

It is a combination of Bootstrapping and Aggregation and is also known as Bootstrap 

Aggregation. The method achieves accurate classification by combining output of 

various classifications into a single prediction.  
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Bootstrapping helps decrease variance of a classifier and thus reduce overfitting by 

resampling data from training set provided (Leo, 1996; Tan & Gilbert, 2003).  

To classify a new instance of a dataset, each of the classifier provides a classification 

result for the new instance. The bagging algorithm then uses a voting method to return 

a result that has been predicted most often. Essentially, Bagging excels with unstable 

and limited data by aggregating scores over many samples. 

 Stacking 

A new model is formed from the combined predictions of two or more other models. It 

involves different models built by different inducers with a meta-classifier being made to 

do a final classification. As seen in Figure 3.7, dataset instance are first classified by 

each of the base classifiers, after which the results are fed into a meta-level training set 

from which a meta-classifier is generated. The meta-classifier is tasked with the 

responsibility of combining the different predictions into a final one (Džeroski & Ženko, 

2004). 
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Figure 3.7 Stacking Ensemble Model 

 

3.8 Performance Evaluation Metrics 

3.8.1 Confusion Matrix 

In order to check the accuracy of our results, we employ the confusion matrix to 

evaluate performance of the models. Confusion matrix is a table that is used to describe 

the performance of a model. It compares relationship between the predicted and actual 

classifications in a graphical format as shown in table 3.1. Data is thereafter presented 

in a N x M (N number of rows against M number of columns) table format. 

i. True-Positive indicative of correctly classified patterns. A Predicted ‘YES’ is 

actually ‘YES’. 

ii. False-Positive indicative of incorrectly classified patterns. A Predicted ‘YES’ is 

actually ‘NO’. 

iii. False-Negative indicative of incorrectly classified patterns. A Predicted ‘NO is 

actually ‘YES’. 

Base Learner 3 

Base Learner N 

Meta Learner 
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Data 
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iv. True-Negative indicative of correctly classified patterns. A Predicted ‘NO is 

actually ‘NO’. 

Table 3.1 Confusion Matrix 

 Actual Class 

Positive Negative 

 

Predicted 

Class 

Positive True Positive 

(TP) 

False Negative 

(FN) 

Negative False Positive 

(FP) 

True Negative (TN) 

 

3.8.2 Measures 

i. Accuracy implies the number of correct predictions made by the model over all 

possible predictions made.  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

ii. Recall/ Sensitivity corresponds to the number of positive predictions that are 

correctly predicted as positive. 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

iii. Specificity corresponds to the number of negative predictions which are wrongly 

considered as positive. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
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iv. Precision determines how many of the selected items were actually correct. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
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CHAPTER FOUR 

RESULTS AND DISCUSSIONS 

The implemented work discussed in chapter 3 was initiated using Python programming 

environment, version 3.6.4. Screenshots of results along with code snippet are 

presented. This chapter captures preprocessing from tokenization, vectorization down 

to classification with Ensemble learning. 

4.1 Presentation of Results 

This work presents a model for malicious URL detection using machine learning tools 

and already labelled dataset. The various stages of preprocessing, vectorization, 

feature selection, data split into training/ testing sets, and measures of accuracy are 

implemented using Python programming language 

4.1.1 Reading Text File 

The data was downloaded from github repository and through the directory  

https://github.com/cozpii/Malicious-URL-detection with the filename data.csv. The data 

is uploaded and read into the Python notebook (as seen in Figure 4.1), after which it is 

further manipulated. The dataset can be further viewed in pandas library format as 

shown in Figure 4.2. 

 

Figure 4.1 Code to read Data into Model 

 

https://github.com/cozpii/Malicious-URL-detection%20with%20the%20filename%20data.csv
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Figure 4.2 Pandas Formatted Data Sample 

The data label is further transformed into binary, from the initial good – bad labels. Code 

snippet shown in Figure 4.3 converts ‘bad’ to 0 and ‘good’ to 1, where its result can be 

seen in Figure 4.4. 

 

Figure 4.3 Code to Transform Label into Binary form 
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Figure 4.4 Transformed Label 

 

4.1.2 Data Preprocessing 

The dataset is first subjected to Tokenization in order to split sentences or string of 

words into chunks. The activity strips such sentences of punctuations, stop words, 

uppercase and lowercase characters. Common words are equally eliminated while 

regular words are replaced with their root words. The process is achieved with a Token 

function and the knowledge of regular expressions as shown in Figure 4.5. 
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Figure 4.5 Code for Tokenization 

Subsequently, Term Frequency - Inverse Document Frequency (TF-IDF) feature 

extraction is applied to extract important features in a matrix numerical format from the 

word corpus.  

TF-IDF, shown in Figure 4.6, uses vector space modelling technique for text document 

representation with the assumption that terms that appear frequently in a document are 

less important than terms that are rare. 

 

Figure 4.6 Code for Vectorization 

SelectKBest function, shown in Figure 4.7, is further applied to extract important values 

from the generated numerical matrix with the result shown Figure 4.8. 
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Figure 4.7 Code for Feature Selection 

 

 

Figure 4.8 Numerical Equivalent of Dataset 

 

 



38 
 

4.2 Classification 

The pre-processed data is fed into the desired machine learning algorithm. For this 

work, we compared the performance of Ensemble learning with DecisionTree as its 

base classifier against the performance of Ensemble learning with Support Vector 

Machine as its base classifier and yet Support Vector Machine with Linear kernel. The 

training data is about 60 percent of the entire dataset while the test set is of the 

remaining 40 percent. 

4.2.1 Support Vector Machine 

The data set was subjected to support vector machine with a linear kernel and penalty 

of 3 as shown in Figure 4.9. 

 

Figure 4.9 Code for Linear SVC Classifier 

 

It can be observed that Support Vector Machine has a performance score of 78 percent 

with the stated parameters. 

4.2.2 Ensemble using Support Vector Machine as Base Classifier 

The dataset was also subjected to Ensemble Bagging classifier with SVM. The active 

code component and performance are shown in Figure 4.10 and Figure 4.11.  
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By applying Bagging Ensemble method, it is expected that a better performance is 

achieved as errors in base classifier are gradually cancelled out. 

 

Figure 4.10 Code for Ensemble with SVC Base 

 

 

Figure 4.11 Accuracy Report for Ensemble with SVC 

Result of the Ensemble classifier indicates a better performance in relation to the 

Support Vector Machine with a score of 80.17 percent. 

4.2.3 DecisionTree Classifier 

Dataset was equally subjected to Decision tree classifier in order to achieve a second 

opinion. Decision tree uses a tree system to build a model from which further data can 

be classified. It naturally performs well and so produced a great result with the dataset. 

The following Figure 4.12 and Figure 4.13 show the active code snippet and 

performance result respectively. 
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Figure 4.12 Function Call for Decision Tree Classifier 

 

 

Figure 4.13 Accuracy Report for Decision Tree 

 

4.2.4 Ensemble using DecisionTree as Base Classifier 

The dataset was finally applied to Ensemble Bagging classifier with DecisionTree. 

Decision tree applies a model with a tree like graph, and thus, generalizes reliably. The 

active code and performance results are shown in Figures 4.14 and 4.15. By applying 

Ensemble alongside DecisionTree, it is expected that a much better performance is 

achieved. 
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Figure 4.14 Code for Ensemble with Decision Tree classifier 

 

 

Figure 4.15 Accuracy Report for Ensemble with DecisionTree 

Result of the accuracy scores indicate that Ensemble classifiers with Decision Tree 

gave a better performance by a fraction over Ensemble classifiers with SVM. Although, 

the aforementioned only slightly edges classification produced by Decision Tree.  

4.3 Result of Performance 

In order to demonstrate accuracy of the models having tested with 40 percent of the 

overall data, we generate a confusion matrix to understand the results. 
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4.3.1 Support Vector Machine 

Table 4.1 Confusion Matrix for Support Vector Machine 

 

 

 

 

Support Vector Machine provides True Positive and True Negative values of 107908 

and 24281 consecutively as shown in table 4.1; which are approximately 65 and 14 

percent of the data.   

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

Accuracy = (107908 + 24281) / (168186) 

Accuracy = 78.59 

 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Sensitivity = 107908 / (107908 + 32458) 

Sensitivity = 76.87 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Precision = 107908 / (107908 + 3539) 

Precision = 96.82 

 

ACTUAL 

PREDICTED 

 Negative Positive 

Negative 24281 32458 

Positive 3539 107908 
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4.3.2 Decision Tree 

Table 4.2 Confusion Matrix for Decision Tree 

 

 

 

 

Decision Tree provides True Positive and True Negative values of 110633 and 23939 

consecutively as seen in table 4.2. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

Accuracy = (23939 + 110633) / (168186) 

Accuracy = 80.01 

 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Sensitivity = 110633/ (110633+ 32800) 

Sensitivity = 77.13 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Precision = 110633/ (110633+ 814) 

Precision = 99.26 

 

 

ACTUAL 

PREDICTED 

 Negative Positive 

Negative 23939 32800 

Positive 814 110633 
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4.3.3 Ensemble with Decision Tree base classifier 

Table 4.3 Confusion Matrix for Ensemble with DecisionTree 

 

 

 

 

Ensemble classifier proves to aggregate better with decision tree as its base classifier in 

comparison to Support Vector Machine as seen from table 4.3. Confusion matrix shows 

that it predicts better into the true positive and true negative range. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

Accuracy = (111000+ 23877) / (168186) 

Accuracy = 80.19 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Sensitivity = 111000/ (111000+ 32505) 

Sensitivity = 77.34 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Precision = 111000/ (111000+ 804) 

Precision = 99.28 

 

ACTUAL 

PREDICTED 

 Negative Positive 

Negative 23877 32505 

Positive 804 111000 
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4.3.4 Ensemble with SVM base classifier 

Table 4.4 Confusion Matrix for Ensemble with Support Vector Machine 

 

 

 

 

As computed in table 4.4, Ensemble classifier with SVM shares similar confusion matrix 

result as Ensemble classifier with Decision Tree. This can be attributed to the negligible 

difference in performance between individual base learners. 

Conclusively, a model built on Ensemble method with reliable base classifiers such as 

as DecisionTree and SVM is likely to produce a strong performance.  

 

 

 

 

 

 

ACTUAL 

PREDICTED 

 Negative Positive 

Negative 23877 32505 

Positive 804 111000 
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CHAPTER FIVE 

SUMMARY, CONCLUSION AND FUTURE WORK 

5.1 Summary 

Automatic intrusion detection of malicious URL has become an important research area 

considering the spate of hack, cyber-theft, espionage and blackmail. With the 

proliferation of cheap and efficient devices, it is expected that a lot more people will be 

connected in the years to come. With the huge number of probable victims comes 

inspiration for potential hackers to device novel means of attacking unsuspecting users 

through their web servers. 

Web servers are at perpetual risk of being compromised, which may have far reaching 

consequences on its users. It is therefore important to have a query device as a 

sanitizer between web servers/ proxy servers and the user requests. Machine learning 

tools have been applied to these problems due to their potential to classify objects 

correctly. However, the problems of selecting the best machine learning tool amongst 

the available plethora becomes the challenge as even a wrongly classified request 

could result in problems for all connected devices. 

Ensemble is a machine learning technique that combines several base models in order 

to produce a model with optimal classification capability. DecisionTree on the other 

hand repetitively divides the data into a tree representation after which decisions are 

made. Ensemble learning with DecisionTree base performs perfectly and is most 

suitable for a device to distinguish malicious from non-malicious URL. 
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5.2 Conclusion 

According to literature, attempts have been made by different authors to safely classify 

URLs. Some have resulted in the use of custom Support Vector Machine kernels. Other 

models, however, have been reported to suffer major setbacks from time inefficiency, 

inability to observe abnormalities or misinterpretation of abnormalities respectively. In 

this work, the motive is to discover the classifier that stands to produce the best 

generalization of malicious from non-malicious URLs. Our implementation suggests an 

appreciable performance improvement in comparison to other selected classifiers. 

The model accepts URL which have been pre-labelled as either malicious or non-

malicious. Data processing is thereafter executed on the data in order to make it 

accessible to the machine learning algorithm. Tokenization, Vectorization and feature 

selection are carried out sequentially in the preprocessing phase. The data, which now 

has been transformed into a matrix form is then partition into training and testing sets to 

the ratio 60:40. The model is trained with the training set and performance tested with 

the test set. Performance accuracy of the technique was thereafter validated using the 

confusion matrix. The experiment produced a better and accurate result in comparison 

to SVM which has been tipped by other authors. 

5.3 Future Work 

In this work, we emphasized the generalization capability of the Ensemble classifier with 

Decision Tree as its base classifier in the safe classification of malicious URLs from 

non-malicious ones. A device built on this model is expected to perform maximally. 

For the future work, we propose the use of deep learning tools to not only classify the 

URLs but to also analyze the entire body of request. Deep learning tools like 
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Convoluted Neural Networks try to imitate the intelligence in human and thus, suitable 

for cases of intrusion where attack vectors are constantly changed in order to evade 

detection. 
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